
1© 2004 Cisco Systems, Inc. All rights reserved. IBSG FY05FSI – 09 2004

A Strategic Imperative for Successful RFID 
Implementations: The Network

Mohsen Moazami
Vice President, Retail-Consumer Products-Transportation
Cisco Executive on EPCglobal Board of Governors

April, 2005



2© 2004 Cisco Systems, Inc. All rights reserved. IBSG FY05FSI – 09 2004

Agenda

• What is RFID?

• Industry and Business Drivers for RFID

• Why the Network Matters? A Cisco Perspective
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What is RFID?
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Industry & 
Business 
Drivers for 
RFID
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Markets and Applications

Financial

RFID—A New Emerging Market

Supply
Chain

Asset
Tracking

Security &
Regulatory

Track Product and Containers Through Supply Chain (Palettes, Cases, Individual Items)

Efficiently Use Expensive Assets (Tractors, Medical and Manufacturing Equipment) 

Identify People, Vehicles, and Other Items to Insure Regulatory and Security Compliance
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Static

Stable

Dynamic

Unstable

Traditional 
Business 

Environment

The 
Future

• What flexibility do you 
have to respond to 
frequent changes across 
the supply chain?

• Can you exploit RFID to 
provide more degrees of 
freedom?

• Do you have asset and 
order visibility?

Improved asset 
utilization

and 
responsiveness

• How do you respond to 
customer requirements, 
yet still maintain 
profitability?

• Is RFID deployed to 
deliver improved 
enterprise profitability?

- Market / operating conditions -

Cost 
efficiency

Operations 
efficiencies
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RFID is a disruptive technology.  Can help change operations processes.

RFID:  The Business Drivers

- Outcomes -

Security

- Current Market Development - - Business environment -

Market / operating conditions
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Supply Chains are Transforming To Recognize and Respond 
No Longer Generic but “Fit for Purpose” and Consumer Driven

Value driven supply chain Consumer sense and respond

Lights out management – automated High touch

High volumes and velocity Lower volume and velocity
Low cost and service, High efficiency High cost to serve
Large range/assortment Smaller range, more innovation
High reliability Highly responsive, flexible
Static Highly variable

Low cost with appropriate service, to 
meet core needs of the consumer

Maximise value & innovation, providing 
high level of service at a premium

G
ro

w
th

Moving from a push-based supply chain to a pull-based one
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The Current Industry Dilemma

Slap & Ship (Compliance)
Encode and apply tags to goods, Record EPS data, No business process context

Value

ROI

Enable collaboration and visibility
Securely exchange EPC data with partners; 
Enable tracking and tracing across supply chain

Zero latency decision support using RFID data
Analytics & reporting; Create actionable insight; 
Extract more value from RFID investment

RFID enabled adaptive Enterprise 
Integrate into ERP, SCM, CRM, Legacy and other 
back-end systems; Leverage captured data to 
drive business decisions

Industry

Functionality
Source: SAP
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The Promise Reduce Supply Chain Costs by 3–5%

SHAREHOLDER VALUE TREE RFID IMPACT TYPICAL 
TARGETED
BENEFITS

Market share
Gross margins
Improved service at lower cost
Higher availability

Revenue

Costs

Working 
Capital

Fixed 
Capital

Shareholder 
Value

Profitabilit
y

Invested 
Capital

1–3%
Margin

Less losses and waste write 
offs 
Better asset productivity
Less handling/operations costs

5–10%
Costs

Greater stock accuracy
Improved inventory turns
Order-to-cash cycle time

Less distribution process costs 

5–20%
Inventory

5–15%
Assets

Physical assets
Less warehouses

*AMR + Wal-Mart Strategy Statement October, 2003
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Significant Opportunities Exist

$224B$224B

$56B$56B

$45B*$45B*

$325B in 
Inventory 
Efficiency 

Costs

$325B in 
Inventory 
Efficiency 

Costs

Losses Due to
Out-of-Stocks

* Per annum
Source: Cisco IBSG, Dec. 2004

Excess
Inventory

Inventory
Carrying Costs

$325B represents 3% of Global Retail Sales
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RFID and Sensor Solutions Define the Future for 
Industries and Consumers

200K US Patient Deaths Per Year

Intelligent 
RFID 

Solution 

Intelligent 
RFID 

Solution 

Counterfeits: $ Multi- Bil Problem

Intelligent 
RFID 

Solution 

Intelligent 
RFID 

Solution 

http://www.fsahq.org/images/patient.gif
http://images.google.com/imgres?imgurl=http://www.registrar.ualberta.ca/images/nurse.jpg&imgrefurl=http://www.registrar.ualberta.ca/ro.cfm%3Fid%3D21&h=198&w=216&sz=4&tbnid=i-uA8JyA10oJ:&tbnh=92&tbnw=100&start=35&prev=/images%3Fq%3Dnurse%26start%3D20%26hl%3Den%26lr%3D%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.pbsanimalhealth.com/graphics/injectables/480-229822572259-01.jpg&imgrefurl=http://www.pbsanimalhealth.com/injectables/lincomix.html&h=157&w=200&sz=13&tbnid=yN1Jq2wkS2YJ:&tbnh=77&tbnw=98&start=45&prev=/images%3Fq%3Dinjectable%26start%3D40%26hl%3Den%26lr%3D%26sa%3DN
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Why the 
Network 
Matters? A 
Cisco 
Perspective
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Market Demands for RFID

“RFID will be the differentiator between have’s
and have not’s. The network is the source of 
competitive advantage..”

Bob Dunst, EVP/CIO Albertson's

“… It’s time to consider the impact of this 
technology (RFID) on your network…”

Burton Group, Nov 04

Scalability is a function of network 
architecture, not simply a matter of adding 
routers and switches, and it must be 
planned.

IDC Feb 05
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Cisco Influencing the Standards and Industry

• Cisco Systems is an EPCglobal member

• Mohsen Moazami on the board of governors

141414
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Cisco’s Place in the RFID Ecosystem

System Integration

Enterprise
Applications

Supply Chain 
ManagementPrinters

EPCIS

ONS

MiddlewareWired
Readers

Wireless
Readers

Handheld
ReadersA
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e/
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e 
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EPCglobal standards (passive)

ISO/ANSI standards (active)
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RFID EcosystemRFID Ecosystem

RFID network infrastructure layer

Enterprise application and 
system infrastructure layer

Business process layer

RFID layer
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ork security
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Business 
process 

efficiencies

RFID 
layer

Business 
process layer

Internal 
deployment

Adjacent 
supply chain 
deployment

Full supply 
chain 

deployment

Supply chain 
network 

deployment

Beyond 
the supply 

chain

Value

Operational 
efficiencies

Supply chain 
partner 

integration

RFID Boundary
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Localised internal 
deployment

Enterprise 
application and 

system 
infrastructure layer

RFID network 
infrastructure layer
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Network impactNetwork impact

Network 
architecture  

impact

Network traffic impact
Device density

Business process layer

Enterprise application & 
system infrastructure layer

RFID network 
infrastructure layer

RFID layer

Beyond 
the supply 

chain

Supply 
chain 

network 
deployment

Full supply 
chain 

deployment

Internal 
deployment

Adjacent 
supply chain 
deployment
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Key issues and priorities as RFID 
deployment evolves

Internal 
deployment

Adjacent 
supply chain 
deployment

Full supply 
chain 

deployment

Supply chain 
network 

deployment

Beyond the 
supply chain

Plan for proliferation. 
Consider appropriate 
RFID standards 

Security is a priority. 
Assures data and 
physical boundaries

Tags and readers 
pervade via a universal 
standard

Plan scalability of 
storage, network 
capacity & device 
management. 

Identify infrastructure 
bottlenecks. Extend scalable 
infrastructure as needed

RFID information flows 
saturate the network. 
Deploy application-
aware network capability 

Device density 
soars. Device 
management 
becomes critical

Plan business 
process 
improvements

Identify business process 
bottlenecks. Redesign 
processes to drive RFID 
deployment

RFID is commoditised. 
Seek competitive 
advantage through 
intelligent event routing

Bandwidth 
consumption 
soars. Maintain 
QoS of data & 
voice services

Business information 
soars. Deploy 
network intelligence 
to avoid overload

RFID 
layer

Business 
process 

layer

Enterprise 
application and 

system 
infrastructure layer

RFID network 
infrastructure layer
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The Role of the RFID-Ready Network –
Providing Services to Devices, Middleware & Applications

Scalability, A
vailability

Connectivity
802.3, 802.3af and 802.11

Provisioning & Configuration
Device Identification, Location and Personalities

Network Forwarding Path
Filtering, QoS, Traffic Engineering

Management
Discovery, Diagnostics, Inventory, Fault Isolation

Device Security
Authentication, Rogue Detection, Encryption

Network Security
Virus Protection, Intrusion Detection, Attack Mgmt 

Application Networking
Events, Data Replication and Virtualization

Intelligence in the N
etw

ork
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Definition: RFID-Ready Network

• A network that is ready to support any 
given application is one that meets its 
application's requirements

• An RFID-Ready Network is a network 
that is adequate to support the RFID 
Application by meeting the following 
goals:

Security
Reliability
Flexibility
Manageability
Scalability

Device Integration
• Future – Intelligence at the edge
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The Role of the RFID-Ready Architecture:
Providing Services to Devices, Middleware and 
Applications

Connectivity
802.3, 802.3af and 802.11

Provisioning and Configuration
Device Identification, Location and Personalities

Network Forwarding Path
Filtering, QoS, Traffic Engineering

Management
Discovery, Diagnostics, Inventory, Fault Isolation

Device Security
Authentication, Rogue Detection, Encryption

Network Security
Virus Protection, Intrusion Detection, Attack Mgmt 

Application Networking
Eventing, Data Replication and Virtualization

Intelligence in the N
etw

ork
Intelligence in the N

etw
ork

Scalability, A
vailability

Scalability, A
vailability

Phase II

M
anageability

Phase I

IP C
onnectivity

Phase III

IIN
, Security

Intra-Enterprise
Stand-alone

Inter-Enterprise

Leverage within Inventory or Supply Chain Business Process
Data and Information Integrity

Advisory Services

Business Consulting 

Application Services

Core Network Services
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Cisco Technology Developer Program

• Now include RFID solution

• Provide customers a tested 
interoperable RFID solution

• Evolve with the market as it 
matures

• Drive network enhancements to 
benefit RFID deployments

http://www.cisco.com/go/ctdp

http://www.cisco.com/go/ctdp
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Key Messages
• RFID is another 
application on the IP 
network - like voice

• Customers need an 
integrated, secure, 
manageable end-end IP 
network optimized for 
RFID traffic

• An open, standards-
based, converged network 
provides the lowest total 
cost of ownership
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Thank You
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